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1
Decision/action requested

It is proposed to discuss the security enhancements for NEF–AF Exposure service. 
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Rationale

3.1 NEF service status and motivation for security enhancement

3.1.1 NEF service status 

Presently, the NEF Northbound interface delineates connectivity between the NEF and the AF, facilitating AF access to the services and functionalities offered by 3GPP network entities. As outlined in TS 29.522 [1], this interface governs the procedures activated at the NEF in response to API requests from the AF and event notifications received from 3GPP network entities. With 28 specified procedures detailed in TS 29.522 [1], it reflects the development of diverse 3GPP features reliant on network exposure services. 

3.1.2 Motivation for security enhancement    

Unlike OAuth token usage profiles for SBA and CAPIF, the requirements for NEF authorization remain at a high level, lacking explicit role-to-network entity mapping and clarity on authorization grant usage. Additionally, debates on NEF authorization for specific features, categorized into AF-level, Service-level, and Resource-level authorization, highlight the need for standardized authorization requirements applicable across diverse use cases. 

RFC 6819[2] Threat model and security considerations covers OAuth2.0 related attack techniques that are either exploited out in the wild or are potentially possible. Similarly, OAuth2.0 security best practices (Security BCP) [3] being a draft RFC covers recommendation and consideration to ensure OAuth2.0 is equipped with needed controls.  Researchers are investigating potential gaps in the existing OAuth2.0 framework. Due the fact NEF being the exposure point for the operator which heavily relies on the OAuth2.0, this logically become the choice for the attacker to use existing tactics, techniques and procedures available in RFC 6819[2] to exploit the gaps within. The list below provides a glimpse of attempts that were reported by security researchers through GSMA CVD program [4].
CVD-2022-0060 OAuth access control vulnerability

CVD-2022-0061 AMF re-allocation vulnerability
CVD-2022-0063 OAuth2.0 Token Access vulnerability

CVD-2022-0062 UDM Subscription Data Management Exposure vulnerability

CVD-2022-0069 Six 5G Core Network Attack’s
ENISA in its threat landscape for 5G network report [5] has marked NEF exposure as an asset category that requires proper authentication and well-defined authorization based on RFC 6749 [6], this has been also evident in the NIST special publication 1800-33B on 5G security [7] clause 5GSC-5.1, and subsequently 3GPP placed authorization validation procedures under clause 4.2.2.1.2 of TS 33.519 [8] (SCAS for NEF).
So, addressing these gaps through clearer specifications is crucial to ensuring a robust and interoperable network exposure framework. Additionally, ongoing studies in Release 19, such as those focusing on energy efficiency and energy saving TR 23.700-66 [9], Study on security aspects of Core Network Enhanced Support for AIML TR 33.784 [10], Ambient IoT TR 33.713 [11], Study on security enhancements of Uncrewed Aerial Systems TR 33.759 [12], emphasize the need for fine-grained access control to be considered as a requirement for enhancing the security of the 3GPP ecosystem which relies on the NEF capability to offer fine grained access control.

3.2 Potential issues

3.2.1
Lack of guidance

Clause 12.4 of TS 33.501 [13] only highlights the need to perform authorization that follows the provision given in RFC 6749 [6], but lacks information on the role, grant type or the extent provided by the authorization token is completely missing. 
In the SA3#112 meeting, S3-234217 [14] was agreed that “If a token is generated for AF authorization, such a token can include specific information depending on the procedure, e.g. clause 16.6.3.” However, the common part in the token and the level of authorization are still not clear. 
3.3.2 Lack of Granularity for authorization
Granular level access control is a tiered approach where checks should be performed on the different levels. This can be summarized below.
· AF-level authorization: 

Attack example: A malicious AF may use AF_ID 1 for authentication and user AF_ID 2 for service request. 

Potential requirement: Considering the authentication process and service request process may be performed in different procedure, the AF-level authorization is required. For example, NEF shall verify the AF_ID using the server request and confirm that the AF_ID aligns with the AF_ID using in the authentication procedure. Similar requirements are already included in AKMA and GBA specification. 

· Service-level authorization

Attack example: A malicious AF may use AF_ID 1 for authentication and request unauthorized services. 

Potential requirement: NEF checks whether the requestor is allowed to access the requested service operation (APIs) by checking requestor's identifier (i.e. AF Identifier). Similar requirements are already specified in external parameter provisioning in TS 23.502 [15].
· Resource-level authorization
Attack example: An AF associated with a UE/group/network might use the NEF API to manipulate resources not assigned to the AF. For example, the malicious AF can configure (Update, delete, create) fake UE data to the network side, in which the victim UE is not in the scope of the AF's management.  
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Detailed proposal

Based on the rationale above, it’s proposed to start a corresponding SID to enhance the security for NEF service based on OAuth 2.0 framework with the following objectives.

1. Identify additional requirements to enhance the authorization capabilities of NEF exposure function.
2. Study the details (e.g., role, authorization grant type, the extent provided by the authorization token) for using OAuth 2.0 in the authorization of AF’s requests.

3. Clarify the granularity of authorization and study the solutions, which are applicable for all or multiple use cases.

